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A
succession of pre-empted terrorist plots, trials, and
explosives finds in the UK has revealed a growing
tendency for liquid and other homemade explosives
to be the weapons of choice for those with evil
intent. This trend, along with large-scale attacks in
other countries involving both new and previously

used high explosives is compounding the threat from terrorism
and – once the current generation better masters the art of
device construction – will ensure that threat levels remain high.

While areas of insurgency in Iraq and Afghanistan may provide
an almost endless stream of military shells, anti-vehicle mines
and other explosives sources, in the UK and other EU countries
restrictions on obtaining military and conventional explosives
have forced those bent on causing injury and mayhem to make
their own or adapt whatever they can get their hands on.

The Irish Republican Army (IRA) and other insurgent and
terrorist groups operating during the 20th century mastered

Explosives:
for sale in the 21st Century

First it was gelignite, then it was
Semtex. But that was the
1980’s. Are plastic explosives
now passé or is it just that liquid
explosives have stolen the
limelight? Andy Oppenheimer
considers which explosives
types are in the 21st Century
terrorist’s stockpile.
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the black art of building bombs from
almost every kind of explosive known to
man. They did not make the hydrogen-
peroxide based types, as they were able
to steal or procure through other means
conventional explosives from military
and commercial sources. Their prime
home-made mix was from ammonium
nitrate – fertiliser, in plentiful supply
from agricultural sources, and used in
massive vehicle-borne IEDs – car
bombs, the ‘nuclear weapon of terrorist
warfare’ – which produced the largest
explosions on British soil in peacetime
(Bishopsgate, 1993; Canary Wharf,
1996; Manchester 1996). 

Choosing the Right
Explosive for the Job
For today’s groups and individual fanatics,
civilians – that is to say any civilians, in
many countries and on any transit system
– are often their prime targets, unlike the
IRA, which focused on economic or specific
civilian targets associated with continuing
British presence in Northern Ireland.
Today’s terrorists are more likely to go out
on suicide missions, with bombs that are
less likely to be on timers or remotely
detonated. These differences require
different devices; explosives may be home-
made and used very soon after they have
been cobbled together, often in a private
residence. Many of these mixtures are
highly unstable and, while made from
simple, fairly readily accessible ingredients,
such as hydrogen peroxide, they do not last
beyond a few days and are likely to explode
prematurely and without a detonator. 

The IRA often targeted train lines and,
occasionally, the London Underground
(usually leaving devices overnight); it also
targeted aircraft, not by hijacking but by
launching mortars at Heathrow Airport to
cause maximum disruption (and to show
they could build and use an entire
homemade missile series). Contrast this
with other, primarily Middle-Eastern
groups, who focused heavily on hijackings
or the sabotage of aircraft, the most
notable example being the 1988
Lockerbie disaster.

One striking difference between the
former IRA campaigns and the current
threat is that IRA bombs were chiefly aimed
at destroying economic and military/police
infrastructure. For this the big car bomb
was often the chosen means. Various
mixes of ammonium nitrate were used,
acquired locally and milled to the exact
required consistency through a long,
drawn-out process, often in remote rural
republican heartlands. One favoured mix
was ANFO – ammonium nitrate as the

oxidiser, combined with fuel oil, the organic
fuel. This would be combined with Semtex
high explosive (as in the Bishopsgate
bomb, 1993). Semtex was used by the IRA
mainly as a booster along with other
ingredients such as sugar for heightened
incendiary effect. 

The ‘magic marble’ of Pardubice, Czech
Republic (then Czechoslovakia), where it
was invented, Semtex is the terrorist’s
favourite explosive due to its easy handling,
stability, and lack of odour and formidable
explosive yield – and which, in the case of
the IRA, came courtesy of Libya’s Colonel
Gadaafi in successive shipments during
the 1980s. 

The IRA used Semtex sparingly to
conserve stocks – in preparation for the
‘Long War’. Some three tonnes were
decommissioned in the first years of this
century when the movement conceded to
the peace process. Some of it was stolen,
however, in the mid-1990s by the breakaway
Real IRA which, among other dissident
groups still poses security problems in

Northern Ireland.
Semtex is still
available on the black
market; regardless of
the sell by date, old
stocks may have an
effective shelf life of
up to 30 years. It is
now manufactured
with an odour and
shorter shelf life, but
stocks on the black
market will most likely
be 20th-century issue.

Ammonium Nitrate Fuel Oil (ANFO)

“�.the ‘magic marble’
of Pardubice,

Czechoslovakia, where
it was invented,

Semtex is the terrorist’s
favourite explosive due

to its easy handling,
stability, and lack of

odour and formidable
explosive yield�” Semtex has been used in many attacks against civil aviation



12

Explosives

February 2009 Aviationsecurityinternational Register now for FREE instant access to ASI online by visiting www.asi-mag.com

Al-Qaeda affiliates have used recipes for
making a version of its US equivalent,
Composite-4 (C-4).

Continuing Trends
The car bomb sadly continues as a prime
weapon of terrorist’s arsenal, with no end
of explosive contents being used with
tragic results. With greater restrictions on
fertiliser in the EU, this and other standard-
issue military explosives are not always
available to home-grown terrorists, unless
they have access to a ready chain of
supply. A lot of ammonium nitrate is
needed for a successful explosion, but it
has not gone out of fashion for overseas
car bomb attacks. The 2003 Turkish and
Saudi bombings and the 2002 Bali attack
(at least 1,000 kg) show that it continues
to be a favoured bulk explosive. Some 500
kg (enough for a repeat Canary Wharf) was
found in a self-storage unit in west London
in March 2004.

Car bombs – such as those which did not
successfully detonate in London and
Glasgow in 2007 – may now include gas or
chemical canisters containing toxic
industrial chemicals (TICs) such as
chlorine. This mode of attack was used

from January to March 2007 by Iraqi
insurgents, but it is difficult to ascertain
whether the subsequent deaths were
caused by the chemicals or the explosions
themselves, although injuries from
chemicals were severe in many cases. 

The potential to cause life-long injury and
vast fires from such weapons is enormous.
The car bomb attempts on London and
Glasgow involved gas canisters and failed
to go off because the mobile phones that
were intended as the means of detonation
failed to explode the canisters loaded into
the backs of the vehicles – missed calls
were the attempts to detonate the devices.
Only one detonator sparked, but even that

was quickly snuffed out because the
ambitious terrorists had simply filled the
cars with too much petrol and gas.
However, the Glasgow attack caused
mayhem and injury when passengers tried
to escape. 

Recent incidents involving highly
volatile explosive mixtures have targeted
subway networks – in the UK, Spain, and
India. The PETN component of Semtex
was in the device worn in the shoe of
Richard Reid when he boarded American
Airlines flight 63 from Paris to Miami on
22 December 2001. The 1000-kg car
bomb used to blow up the Marriott Hotel
in Islamabad in 2008, which killed 53,
was packed with 600kg of RDX and TNT
explosives and laced with aluminium
powder as an incendiary accelerator
(previously used by the IRA). 

Other known explosives – dynamite,
sheet explosives, black and smokeless
powder – are still likely to be used in
certain countries. Acetone, hydrogen
peroxide, and acid mixes, however, while
long known, are a newer threat and less
well practised. The choice of explosive
depends on local availability: for
example, the 2004 Madrid attacks used
ECO, a type of dynamite manufactured
in Spain and normally used in
construction and mining. Detonation is
not always by a suicide bomber. The
detonation method varies constantly:
the car driver may fire a single detonator
to initiate boosters which have replaced
the original mine fuses. Or, a distant
operator can set off the VBIED with
command wire or radio signal
(sometimes with the driver still inside).

Home-made Horrors
Home-made explosives and sinister
chemical mixtures are now high on the
present-day terrorist’s preference list given
their accessibility, ease of transportation
and, as many home-mades are high
explosives, potential destructive value. All
explosives are chemical in nature and can
simply be a physical mixture of an oxidiser
and an organic fuel. TATP (triacetone
triperoxide), which one of the most
dangerous and sensitive explosives known,
may be liquid or solid; it is not ideal in the
way Semtex is for terrorist purposes as it is
susceptible to impact, temperature
change, and friction. 

TATP attained notoriety first with its use in
the 7 July 2005 London transit bombings.
Richard Reid combined it with PETN in that
shoe. It is chosen because its constituents
are not only powerful – just a few hundred
grams can produce hundreds of litres of
gas in a fraction of a second – but it can be
prepared using commercially available
materials: acetone (nail polish remover),
hydrogen peroxide (hair bleach of 15-25
volume content) and a common acid,
sulphuric acid. These can be obtained from
pharmacies and hairdressing retail outlets:
suicide bombers in the Middle East have
commonly used this improvised material.

No more than a kilogram of TATP would
be needed to breach the body of the
aircraft, particularly if the bomber is seated
near a window or the fuselage. Mixing
concentrated hydrogen peroxide (CHP) with
a fuel can create a liquid explosive. Fuels
such as acetone and ethanol may be used,
but even things like black pepper and
sugary drink powders can be used.

Hexamethylene triperoxide diamine
(HMTD) is another peroxide-based explosive
of concern of which only small quantities –
one bottle-sized bomb – would be needed
to rip a hole in a plane’s hull. Like TATP,
HTMD is extremely unstable and can be set
off by heat, movement and even contact
with metal. TATP is normally created as
crystals, HMTD, as a powder. HMTD can be

Alfred Nobel. Ironically the Peace Prize is
in the name of the inventor of dynamite.

“�TATP, which one
of the most

dangerous and
sensitive explosives

known, may be liquid
or solid�”

The notoriously hard to detect tri-acetone
tri-peroxide (TATP) has been the explosive

chosen by many suicide bombers



13

Explosives

Aviationsecurityinternational February 2009 www.asi-mag.com

ignited on the aircraft by a detonator like
those found on a firecracker, about the size
of a short pencil. A charge strong enough to
set off the detonator could be provided by a
travel alarm clock or a mobile phone. HMTD
is said to be safer to handle than acetone
peroxide and significant amounts can be
prepared in five hours – that is, within the
span of a transatlantic or other long-haul
flight. The components for HMTD can all be
purchased over the counter with little
suspicion. 

The ‘Liquid Explosives
Plot’
The eight British citizens convicted in
August 2008 of conspiracy to murder by
the use of hydrogen peroxide to make a
bomb revealed the most notorious liquid
explosives plot to date. In a UK police
operation two years earlier, some 25
people were arrested and 17 charged with
plotting to destroy up to 10 transatlantic
aircraft with liquid explosives hidden in soft
drinks bottles in hand luggage. The security
emergency that ensued, which virtually
brought the world’s airlines and airports to
a grinding halt for several days, resulted in
new restrictions on liquids taken on board. 

Most notably, the accused were acquitted
of intending to blow up the aircraft, for
reasons which are not appropriate for
discussion here. The bottles of liquid
explosives were, nevertheless, pre-mixed –
that is, they would not have had to find
somewhere to mix the two substances to
make the explosive – and with hollowed out
AA batteries that would have hidden
detonators. If both types of liquid peroxide-
based explosive were to have been used,
TATP (dyed to match the soft drink) in the
soft-drink mixture in the 500ml plastic
bottles would have set off the other

peroxide-based explosive, HMTD, in the
batteries, as TATP acts as a detonator. Had
the target been aviation and the plot
succeeded, it would have been
catastrophic, killing thousands of innocent
passengers and rivalling 9/11 in its ferocity. 

The liquids restrictions are therefore
unlikely to be abandoned, regardless of the
mixed verdict; more plots have allegedly
been intercepted. In fact, concerns about
liquids on board aircraft surfaced more
than a decade earlier when an al Qaeda-
inspired plan known as the Bojinka (Arabic:
‘big bang’) plot, scheduled for January
1995, was uncovered in December 1994.
The plotters, based in the Philippines,
planned to smuggle a stable form of liquid
nitro-glycerine explosive, that was to be
hidden in contact lens solution bottles
together with digital watches as timers and
9-volt batteries smuggled in shoes, onto 11
US-bound flights over the Pacific. One of
the plotters, Ramzi Yousef (mastermind of

the 1993 World Trade Centre bomb plot)
timed one, apparently diluted bomb to
explode during a Philippines Airlines flight
to Japan, killing a Japanese businessman.
The plane itself was not seriously damaged
and made a safe emergency landing at
Okinawa. Following the revelations, airlines
were also told to scan gels, aerosols and
liquids that could be explosives in disguise.

Growing Expertise
It took the IRA around a decade to advance
its expertise and methods after several
‘own goals’ in the 1970s, but today’s
suicide terrorists are less likely to need
more than the most basic skills to make
and deploy their bombs. In other
operations the bomb-makers do not
execute the bombings but remain safe – as
their expertise is precious – while sending
suicide ‘martyrs’ with minimal training to
carry out bombings. Today’s groups are
learning from past ones, in addition to, or
instead of, the training they may receive in
the Pakistan-Afghan border camps.

Use of the Internet is of growing concern.
Information acquisition and sharing is a
chief source of gaining technical and
operational know-how – from kitchen lab
set-up and basic mixes to more
sophisticated IED manufacture. Terrorist
training materials are accessible on jihadi
websites and forums and contain accurate
information about military tactics,
explosives, technology and intelligence
craftsmanship. What took the IRA and
other groups many years to learn through
word of mouth, stolen manuals, and trial
and error can now be learnt quickly by
spending a few minutes on-line.
Controlling the Internet is as difficult as
restricting the commonly available
commercially acquired materials for
today’s would-be bombers. Therefore it is
intelligence and police pre-emption which
continue to be the prime means of
countering the many plots to blow up
people and property, and at airports,
countermeasures will continue to evolve to
produce improved means of detecting
materials and spotting those individuals
attempting to use the air transit network to
cause death, injury and mayhem.

The author is Editor, “World Security
Report”, former Editor of “Jane’s Nuclear,
Biological and Chemical Defence” and
author of “IRA: The Bombs and the Bullets
– A History of Deadly Ingenuity”, published
by Irish Academic Press. 

A shoe bomb under X-ray inspection (Credit: Vidisco)
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